
 

Integration Matters Security Update:  

December 10, 2017  - nJAMS Server 3 - 2017-16789 

 

Cross-site scripting (XSS) vulnerability in Integration Matters nJAMS 3 
 

Original release date: December 10, 2017 

Source: MITRE 

Last revised: -- 

CVE-2017-16789 

 

Systems Affected 
 nJAMS Server 3.2.0 and below 

 

Description 
Cross-site scripting (XSS) vulnerability in Integration Matters nJAMS 3 allows remote authenticated administrators 

to inject arbitrary web script or HTML via the users management panel of the web interface. 

 

Solution 
Integration Matters has released a hotfix in June 2017 as part of the regular nJAMS product maintenance which 

addresses this issue. 

 

For each affected system, apply the latest security update to nJAMS Server 3 for the most complete protection: 

 nJAMS Server 3.2.0 and below, 

apply “Hotfix 7 for nJAMS Server 3.2.0” or higher 

 

Check the Integration Matters support portal for a complete list and details of all software updates.  

 

“nJAMS Server 4” was never affected by this security issue. 
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